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PETER HUGHES, Ph.D., CPA, CIA, CFE
Director

400 Civic Center Drive West
Building 12, Room 232
Santa Ana, California 92701-4521

(714) 834-5475 Fax: (714) 834-2880

INTERNAL AUDIT DEPARTMENT
File No. 2008
August 28, 2001

MANAGEMENT LETTER

John M. W. Moorlach
Treasurer-Tax Collector

12 Civic Center Plaza, Room G-76
Santa Ana, CA 92701-4521

Pursuant to Government Code 26920(b) and 26921 through 26923, we have audited the
Statement of Assets Held by the County Treasury as of December 31, 2000 and have issued our
report dated March 30, 2001.

In planning and performing our audit, we considered the Treasury’s internal controls in order to
determine our auditing procedures for the purpose of expressing an opinion on the financial
statement and not to provide overall assurance on the internal controls in place. However, we
noted certain matters involving the internal controls and its operations that we consider being
reportable conditions under the standards established by the American Institute of Certified
Public Accountants. Reportable conditions involve matters coming to our attention relating to
significant deficiencies in the design or operation of the internal control that in our judgement,
could adversely affect the organization’s ability to record, process, summarize, and report
financial data consistent with the assertions of management in the financial statement.

The significant deficiencies we observed are discussed in the Findings, Recommendations, and
Responses section of this report and should be corrected to strengthen the internal controls and
enhance assurance that internal control procedures are adequate to achieve reliability of financial
reporting.

The Treasurer is responsible for establishing and maintaining the internal control framework for
his Department. In fulfilling this responsibility, judgments by management are required to
assess the expected benefits and related costs of internal control framework policies and
procedures. The objectives of an internal control framework over financial reporting are to
provide management with reasonable, but not absolute, assurance that reliability of financial
reporting is achieved with established criteria and management’s policies.

John M. W. Moorlach



August 28, 2001

This report was discussed with representatives of the Treasury management; their responses have
been incorporated in the report. This report is intended solely for the use of the Treasury
management and should not be used for any other purpose. However, this report is a matter of
public record and its distribution is not limited.

We appreciate the cooperation and assistance extended to us by the personnel of the Treasury
during our examination.

Respectfully submitted,

Peter Hughes
Director

Distribution:

Members, Board of Supervisors

Members, Audit Oversight Committee

Dr. Michael Schumacher, County Executive Officer
Foreman, Grand Jury

Darlene J. Bloom, Clerk of the Board

David Sundstrom, Auditor-Controller

Richard G. Hilde, Assistant Treasurer

Paul Gorman, Treasurer Accounting/Compliance Manager



FINDINGS, RECOMMENDATIONS, AND RESPONSES

I.

Back Office System
Internal controls over the Back Office System should be improved in the following areas:

1. The system does not provide an error log or record of unsuccessful log-on attempts
and does not log the user off automatically after a specific period of inactivity.

2. The system does not provide an audit trail designating the user recording transactions
in the system.

3. Back-up disks are not stored offsite, they are locked in a vault within the Information
Technology office.

4. Policies and procedures for the system have not been documented for the physical
security of the system, password cancellation, system back-up/recovery, user
manuals, and a disaster plan.

The purpose of the Back Office System is to account for cash and investments on a cash
basis and track cash balances by bank account. The Back Office System was developed
“in-house” by Treasurer staff and was implemented in June 1999. The Treasurer has
issued a Request for Proposals (RPF) to solicit qualified contractors for the development of
a Treasury Workstation System to integrate the Treasurer functions of Investment, Cash
Management and Accounting. The implementation of the Treasury Workstation System
will result in the replacement of the Back Office System.

The County Accounting Procedure (CAP) Number 34 requires that County Departments
and Agencies establish and maintain an appropriate system of internal controls over their
financial mainframe or microcomputer systems.

The following recommendations are to improve the internal controls over the Back Office
System.  However, these internal controls should also be considered during the
development and implementation of the Treasury Workstation System.

Recommendation No. 1

We recommend that Treasury management enhance controls over access to the Back Office
System by providing an error log to record unsuccessful log-on attempts and an automatic
log off after a specified period of inactivity.

Treasury Management Response:

Concur. Analysis to implement an error log and to record unsuccessful log-on attempts
and an automatic log off after a specified period of inactivity is in process; we expect to
implement these recommendations by 8/31/2001.



II.

Recommendation No. 2
We recommend that Treasury management ensure that the Back Office System provides an
adequate audit trail of the users entering transactions into the system.

Treasury Management Response:

Concur. An audit trail that provides a user ID and date/time stamp for every transaction on
the system has been implemented and is reflected in the Detail Transaction report.
Transactions created by the system receive the system ID with a date/time stamp as well.

Recommendation No. 3
We recommend that Treasury management store offsite back-up copies of diskettes and
hard disks.

Treasury Management Response:

Concur. Offsite Back Up copies of diskettes and hard disks will be implemented prior to
December 31, 2001. This activity will include all systems utilized by the Treasurer/Tax
Collector identified as critical to the Agency.

Recommendation No. 4

We recommend Treasury management ensures all policies and procedures related to the
Back Office System are documented, reflect the current policy and are distributed to the
appropriate personnel.

Treasury Management Response:
Concur. Policies and Procedures related to physical security of the system, password
cancellation, system back-up/recovery, user manuals, and a disaster plan will be completed
and in place by December 31, 2001.

Treasurer-Tax Collector Network Access

The Treasurer-Tax Collector utilizes a network for all computer applications. Access to
the network is restricted and controlled through the use of passwords. However, we found
that users are only required to change their password every 90 days.

Recommendation No. 5
We recommend that Treasury management requires that authorized users of their network
change their passwords every 30 days to reduce the risk of unauthorized access.

Treasury Management Response:

Do not concur. At present, the network requires changing of passwords every 90 days and
management believes this provides reasonable and adequate levels of security. However,
should a countywide policy be instituted that requires a change of password on the network
every 30 days, we will comply.



II1.

Iv.

Collateral Valuation Reports

In performing our collateral confirmation tests we found that controls are not adequate to
ensure that collateral held meets the requirements of the investment agreements.

During our review of the confirmations we noted one security, FMAC in the amount of
$31,699,500, was not on the list of eligible investments reported in the investment
agreement. We brought the discrepancy to the attention of Treasury management. Further
research performed by Treasurer and Internal Audit Department revealed that the security
name was synonymous with FHLMC, an eligible investment per the agreement. Although
eligibility of the collateral was ultimately established, the Treasurer had not performed an
appropriate review of the collateral valuation report.

The Treasurer is agent for all investment holdings of the County Treasury. The holdings
include bond proceeds as permitted by a participant’s governing board. Bond proceeds
must be invested according to the bond’s official documents and typically require
collateralization. Collateral requirements are outlined in the investment agreement. As
agent, the Treasurer has a fiduciary responsibility to monitor the collateral requirements.

Recommendation No. 6

We recommend that Treasury management establish procedures to ensure that a timely
review of the collateral valuation reports is performed to determine compliance with the
terms of the investment agreements.

Treasury Management Response:

Concur. Procedures are currently in place to review compliance of collateral reports from
custodians with the collateral requirements as outlined in each investment agreement on a
weekly basis.

Segregation of Duties — Cashiering Section

Duties within in the Cashiering Section are not properly segregated. The Cashiering
Supervisor and the Accounting Technician input financial data; review and approve the
input and output data and authorize corrections and adjustments to system data.

CAP Number 33.3.1 requires that key duties such as authorizing, approving or recording
transactions, issuing or receiving assets, making payments, and reviewing or auditing shall
be assigned to separate individuals to minimize the risk of loss.

Recommendation No. 7
We recommend that Treasury management ensure the key duties related to their Back
Office System be assigned to separate individuals.

Treasury Management Response:
Concur. Additional cross training has taken place to allow for key duties relating to the
Back Office system to be assigned to separate individuals.



Cashiering System
Internal controls over the Cashiering System should be improved in the following areas:

1. Cashiers have the ability to void their own transactions in the Cashiering System.
The Cashiering System does not restrict cashiers from having access to view their
cash balances on their register monitor. With such access, cashiers have the ability to
misappropriate cash drawer overages.

The Cashiering System is a network application that tracks and records the daily receipts of
property taxes. The cash receipt information is downloaded into the Treasurer’s Back
Office System on a daily basis. An outside vendor, Netvantage, developed the Cashiering
System and it was implemented in December 1999.

CAP Number 33 requires that all County departments/agencies maintain effective internal
control systems as an integral part of their management practices and that the control
systems be continuously evaluated.

The control issues were discussed with the Treasurer’s Office on 2/13/01. As a result of
our discussions, the Information Systems Supervisor contacted the vendor, Netvantage, to
remove the cash balances from the cashiers monitor display and program a hard control in
the software requiring supervisory override to void transactions. The vendor indicated that
both revisions required base code changes that were not cost effective. However, the
vendor designed an exception report that listed all void transactions. The vendor has stated
that they intend to include these base code revisions in their next software release, which
should be available by December 2001.

The Accounting Office Supervisor of the Cashiering Section implemented interim
procedural controls until the programming changes to the software could be completed.
The Accounting Office Supervisor reviews the exception report and initials the report.
Cashiering procedures were also revised so that the cashiers no longer balance their own
cash drawers. The Accounting Office Supervisor or the Senior Accounting Assistant
balances the cash drawers.

No response to this finding is necessary since the Treasurer’s office has taken appropriate
corrective action.



APPENDIX
TREASURY MANAGEMENT RESPONSE

JOHN M. W, MOORLACH, C.P.A., CFP

ECEIVED COUNTY OF ORANGE TREASURER- TAX COLLECTOR

AULIT CEPARTHMENT (714) 834-7625
OFFICE OF THE TREASURER-TAX COLLECTOR GARY J. COWAN
4 PH 3: 26 ASSISTANT TAX COLLECTOR
HALL OF FINANCE & RECORDS (714) 834-3545
12 CIVIC CENTER PLAZA, ROOM G76 RICHARD G. HILDE
ASSISTANT TREASURER

P. O. BOX 4515 (714) 834-2918

SANTA ANA, CA 92701 FAX (714) 834-2912

IN REPLY PLEASE REFER TO:

August 23, 2001

Peter Hughes, Director
Internal Audit Department
County of Orange

400 Civic Center Drive West
Building 12, Room 232
Santa Ana, CA 92701-4521

Dear Peter:

Pursuant to Audit Oversight Committee Administrative Procedure No. 1, we have prepared our
response 1o the draft results of your Management Letter on Audit of Statement of Assets held by
County Treasury as of December 31, 2000. The recommendation numbers used in your report
references our response.

Back Office System
Recommendation No. 1:

Concur. Analysis to implement an error log and to record unsuccessful log-on attempts and an
automatic log off after a specified petiod of inactivity is in process; we expect to implement
these recommendations by 8/31/2001.

Recommendation No. 2:

Concur. An audit trail that provides a user 1D and date/time stamp for every transaction on the
system has been implemented and is reflected in the Detail Transaction report. Transactions
created by the system receive the system ID with a date/time stamp as well.

Recommendation No. 3:

Concur. Offsite Back Up copies of diskettes and hard disks will be implemented prior to
December 31, 2001. This activity will include all systems utilized by the Treasurer/Tax

Collector identified as critical to the Agency.

August 23, 2001
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Recommendation No. 4:
Concur. Policies and Procedures related to physical security of the system, password

cancellation, system back-up/recovery, user manuals, and a disaster plan will be completed and
in place by December 31, 2001.

Treasurer-Tax Collector Network Access
Recommendation No. 5:

Do not concur, At present, the network requires changing of passwords every 90 days and
management believes this provides reasonable and adequate levels of security. However, should
a countywide policy be instituted that requires a change of password on the network every 30
days, we will comply.

Collateral Valuation Reports
Recommendation No. 6:

Concur. Procedures are currently in place to review compliance of collateral reports from
custodians with the collateral requirements as outlined in each investment agreement on a
weekly basis.

Segregation of Duties — Cashiering Section
Recommendation No. 7:

Concur. Additional cross training has taken place to allow for key duties relating to the Back
Office system to be assigned to separate individuals.

If you have additional questions or follow-up comments, please contact Paul Gorman, Treasury
Accounting/Compliance Manager at 834-2288.

Very truly yours,

John M. W. Moor;%ch, C.P.A;., Crpm™

Treasurer-Tax Collector

August 23,2001






